MpunoxeHue N 2

MHPopmaLMOHHAA NamATKA

ANna obyyaroLwmxca gna pasmelleHua Ha opuumanbHbiX MHTepHeT-pecypcax

C KaXIbIM TOJOM MOJIOJIC)KA B MHTEPHETE CTAHOBHUTHCS OOJBbINE, a MIKOJIHHUKH OIHHU M3 CaMbIX
aKTUBHBIX Mojb30Barened Pynera. Mexay Tem, IOMHUMO OrpOMHOIO KOJMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U MPOoOJIeMbl. JTa MaMsITKa JI0JDKHA TIOMOYb TeOe 0e3011acHO HaXOUTHCS B CETH.

KommnsrorepHsie BUpYCHI

KoMmnproTepHelii BUPYC - 3TO pPa3sHOBHUIHOCTh KOMIIBIOTEPHBIX IPOrPaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS] CITIOCOOHOCTH K Pa3MHOXKEHUI0. B f0M0THEHHE K 3TOMY, BUPYCHI MOTYT
MOBPCANTE WU MOJHOCTBIO YHHUYTOXHWUTL BCC (1)21171.]'[51 U JaHHBIC, MOAKOHTPOJBHBLIC I10JIbB30BATC/IIO, OT
MMEHH KOTOPOTo Oblja 3amylieHa 3apakEHHas MporpaMma, a TakkKe MOBPEIUTh WIN JaKE YHUUTOKHUTH
OTEpPallMOHHYIO CHCTeMY cO Bcemu (aiimamu B 1ernoMm. B OosbIIMHCTBE ciydaeB paclpoCTpaHsSIOTCS
BHUPYCHI U€pe3 HHTEPHET.

MGTOHBI 3alIUTEI OT BPEAOHOCHBIX MPOTrpaMM:

1. Vcionp3yii cOBpeMEHHBIE ONEepallMOHHbBIE CUCTEMbI, UMEIOLIUE CEPhE3HBIM YPOBEHDb 3aLIUTHI OT
BPEIOHOCHBIX IIPOrpaMM;

2. IlocrosHHo ycraHaBnuBaili mauyTd (mMUGPOBBIE 3aIlIaTKA, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C LEIbI0 JOPaOOTKH MpOrpamMMbl) M Apyrue OOHOBJIEHHUS CBOEH OIEpallMOHHOMN
cucteMbl. CkaunBaii UX TOJBKO ¢ odummanbHOTO caiita paszpadorumka OC. Ecnu cymecTByeT pexum
aBTOMAaTUYECKOTO0 OOHOBIICHUS, BKJIIOUH €r0;

3. PabGoraii Ha cBoeM KOMIBIOTEpPE TOJ IIpaBaMHU TOJIb30BATENsl, & HE aJAMHHHCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEOOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HA TBOEM MEPCOHAILHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBHUPYCHBIE MPOTrPAMMHBIE MPOIYKTHl HM3BECTHBIX IPOU3BOJAUTENECH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpannys (GU3NYECKHUM TOCTYM K KOMIBIOTEPY 15l TOCTOPOHHUX JIMII,

6. Vcnonp3yil BHEIIHHE HOCUTENU MH(POpPMAIMH, Takue Kak ¢uielika, AUCK Wiu Qailn u3

MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;
7. He oTKpbIBali KOMIIBIOTEpHBIC (haillibl, MOTYyYCHHbIE U3 HEHAAEKHBIX MCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBIH. Jlydille yTouHM y Hero, OTHpaBIIsiiI U OH TeOe UX.

Ceru WI-FI

Wi-Fi - 910 He BHJ mepenau IaHHBIX, HE TEXHOJIOTHs, a BCEro JuMIIb Openia, mapka. Eme B
1991 rony Huzaepnanjackas KommaHus 3apeructpupoBana Opena "WECA", uyrto o0603Haudano
cioBocouetanue "Wireless Fidelity", koTopblif mepeBoanTcs kak "6ecrpoBOiHast TOYHOCTD'.

Jlo Haiero BpeMeHH JoluIa apyras abOpeBuaTypa, KoTopast sBJIS€TCs TaKOH ke TeXHoJIoTHel. I1o
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHJApT BBICUIMM 3BYKOBON TEXHUKHU
Hi-Fi, uto B mepeBo/ie 03HaUaeT "BBICOKAsI TOYHOCTD".

Ja, OecrulaTHBII WHTEpHET-AOCTYN B Kade, OTeIsIX M adponopTax sBISETCd OTJIMYHOM
BO3MO’KHOCTBIO BbIX0JIa B HHTepHET. HO MHOTHE KCepThl CUUTAIOT, 4TO oOmenoctynusie Wi-Fi ceTn He
SBIISIFOTCS] 0€30TaCHBIMU.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmea0cTynHbIX ceTsax Wi-fi:

1. He nepenaBaii cBoto nuHyto HHPpopManuio yepes odmenocrynusie Wi-Fi cetu. Pabotas B Hux,
KeNaTeJIbHO He BBOJUTH ApOJIU JIOCTYIA, JOTHHBI U KAKHe-TO HOMEPa;

2. Hcronb3yil W OOHOBIAM aHTUBUPYCHblE NpOrpaMMbl U Opanamayep. Tem cambIM Tl



obe3omacuiib ceds OT 3aKaYKy BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnons3zoBannu Wi-Fi otrmoun ¢ynkiuio "OOmmid goctyn K daitiam u npuHTepam'.
Jannas (QyHKIMS 3aKpbiTa 10 YMOJYAHHMIO, OJHAKO HEKOTOPHIE MOJB30BATEIN AKTUBHPYIOT €€ s
y1o0CTBa UCIOJIB30BaHUS B paboTe uinu yuebe;

4. He ucnonp3yit myonuunsii WI-FI 1s nepenaun JTu4HBIX JaHHBIX, HApUMEp JJIs BbIXOJA B
COLIMAJIBHBIC CETH WM B 3JICKTPOHHYIO MOYTY;

5. Unonw3yit Tonbko 3anuiieHHoe coeauHenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azpeca BBoau uMeHHO "https://";

6. B moOwibHOM Tenedone orkiaroun GyHkuuto "Tloakmouenne k Wi-Fi aBromatnuecku". He
JOITyCKal aBTOMATUYECKOTO TOKITFOUYCHHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmanbHbIE CETH

ComnuanbHble CETH aKTUBHO BXOJAT B HAIly JXW3Hb, MHOTHE JIOAH PAOOTAIOT M KHUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructprupoBan MuiiMap] 4eJ0BEK, UYTO SABISETCS OJHOU CelIbMOM Bcex
XKUTelel IulaHeTel. MHOrue Mojib30BaTeNld HE MOHUMAIOT, YTO HH(pOpMalus, pa3MelleHHas UMHU B
COLIMANIBHBIX CETSX, MOXKET ObITh HailieHa M MCMOJb30BaHa K€M YrOJHO, B TOM 4HCJE HE 00S3aTENIbHO C
OJaruMu HaMEpEeHUSIMH.

OCHOBHBIE COBETHI 10 OE30TTACHOCTH B COIMAJIBHBIX CETSX:

1. Orpanuup cnucok Apy3eil. Y TeOs B Ipy3bsiX HE JOJDKHO OBITh CIy4YallHBIX M HE3HAKOMBIX
JTIOEH

2. 3ammimaii CBOK YacTHYIO JXKU3Hb. He ykaseiBail maponm, TenedOHBI, ajapeca, ATy TBOETO
POXKIIEHUS U APYTYIO JTUYHYIO HH(OpMaIHio. 3710yMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh Aake WH(OPMAIUIO
0 TOM, KaK Thl ¥ TBOU POJUTEIH IJIAHUPYETE MTPOBECTU KAHUKYJIBL;

3. Bamuiail CBOIO peryTaIuio - IEPKH €€ B YUCTOTE U 3a7aBail cede BOMPOC: XOTEN ObI ThI, YTOOBI
Jpyrue MoJib30BaTeNu BUIEIU, 4TO Thl 3arpyxaems? Ilomymaii, mpexiae 4eM 4YTO-TO OIMYyOJIMKOBATb,
HamucaTh 1 3arpy3uTh;

4. Ecnu Thl TOBOPHILB C JIFOJbMHU, KOTOPBIX HE 3Haelllb, HE HCIOJb3yHd CBOE pealbHOE UMS U
IPYTyIo JIUYHYI0 HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl 1 IIpoUee;

5. N36eraii pasmemenust pororpaduii B UHTepHETE, e Thl 300pakeH Ha MECTHOCTH, 1O KOTOPOH
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. HpI/I perucrtpalyu B COIIMAJIPHOM CETH HCO6XO,Z[I/IMO HCIIOJIb30BAThb CJIOXKHBIC IIapOJIv,
COCTOAIIMEC U3 6YKB u HI/I(l)p N C KOJIMYECCTBOM 3HAKOB HE MCHEC 8,

1. [[J'Iﬂ COLMAJILHOM CCTH, IIOYUTHI U APYTIUX calToB HeO6XO,Z[I/IMO HCIIOJIb30BATh PAa3HbIC I1apPOJIH.
Torpa ecnu TEOS B3JIOMArOT, TO 3JIOYMBIIUJICHHUKHU TOJYYAT JOCTYII TOJIBKO K OJHOMY MECTY, a HC BO BCC

cpasy.
DNEeKTPOHHBIE IEHbIH

DNEeKTPOHHBIE JIEHBI'H - 3TO OYEHb YIOOHBIN CIIOCO0 MiaTexei, 0IHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTSAT MOJIYYUTh 3TH JICHBI .

DONEeKTpOHHBIE JIEHbIM TMOSBUJIMCH COBCEM HENABHO M HMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJapcTBax /10 CHX IOpP He MPOIMUCAHO NMPO HUX B 3aKOHAX.

B Poccun xe OHM (QYHKIIMOHUPYIOT U O HMX YyXe€ IMPOIHCAHO B 3aKOHE, IJle MX pa3JelsioT Ha
HECKOJIBKO BMJIOB - AHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIla B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX
paspeliaercsi MPOBOAWUTH omepanuu 0e3 WACHTH(QUKALMK T0Jb30BaTeNsl, a B HEAHOHUMHBIX
UACHTU(HUKAIMN TTOJIB30BATENs SBISETCS 0053aTEIbHOM.

Taxoke cnenyer pa3nuyarh 3JEKTPOHHbIE (HATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHBIE HE(pUATHBIE IEHBIU (HE PAaBHBI FOCYJAPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI TI0 Oe301MacHO paboTe C 3IEKTPOHHBIMU AEHBIAMH:



1. MpuBsoku K cuery MOOWIBHBIA TenedoH. DTO camblii yaoOHBIE W OBICTPBIA CcrOCOO
BOCCTaHOBHUTH JIOCTYN K cueTy. [IpuBsi3aHHBIN TeneoH MOMOMKET, eciu 3a0yAelib CBOH IUIATEKHBIN
[apOoJib WM 3aiJEIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonp3yit omHopasoBeie mapoiu. [lociie mepexoa Ha YCHICHHYIO aBTOPHU3aIUIo TeOe yxKe He
OyZeT yrposkaTh ONMACHOCTh KPaky HITU IepPeXBaTa IIaTeKHOTO ITapoJIs;

3. BeiOepu cnoxHbIii maponb. IlpecTymHukam OyaeT HE TPOCTO YrajaTh CIOXKHBIA IapoJib.
HanexxHble maponu - 3To napoJii, KOTOpbIE COJIEpKaT HE MEHEee 8 3HAKOB U BKIIIOYAIOT B ce0sl CTPOYHbBIE U
MIPOIUCHBIC OYKBBI, ITUPPHI M HECKOJIBKO CHMBOJIOB, TaKME KaK 3HAK J10JU1apa, PyHTA, BOCKIUIATEIIbHBIN
3uak u T.11. Hanpumep, $tRONg!;;

4. He BBOM CBOM JIMYHBIE JaHHbBIE Ha CaliTaX, KOTOPHIM HE JOBEPSEILb.

DNeKTpOHHAs MoYTa

DNeKTpOHHAas MOYTa - 3TO TEXHOJIOTHUS M IMPEIOCTABIIAEMbIE €I0 YCIYI'M IO TMEPEChUIKE HU
MOJIYUYEHHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE PpaCIpelessitoTcsl B KOMIbIOTEpHOM ceTu. OObIUHO
AJIEKTPOHHBIA TOYTOBBIM SIIMK BBIMIAIUT CIEIYIOIIUM 0O0pa3oM; HMs_IOJIb30BaTeNsA(@HUMsS_JOMEHA.
Taxxe kpome nepegaun MpoCToro TeKCTa, MMEETCs BO3MOKHOCTh IiepeiaBaTh (ailiibl.

OcCHOBHBIE COBETHI IO 0€30TaCHOM PadbOTe C AIMEKTPOHHOMN MOYTOM:

1. Hapo BbIOpaTh NpaBUIIBHBIM MOYTOBBIN cepBuC. B uHTepHETE €CTh OrpOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJITHAKO JIyUllle TOBEPSITh TEM, KOTO 3Haellb U KTO NEPBbIN B pEUTHHTE;

2. He yka3pIBaii B IMYHOH MouTe JIMYHYIO nHpopManmo. Hampumep, stydnie BIOpaTh
"My3bIKabHBIN _paHat@" wim "pok2013" BmecTo "Temal3";

3. Ucnonp3yit ABYXATamHYI aBTOPHU3AIMIO. ITO KOTJa IMOMHMO TapoJisi HY)KHO BBOJUTH KO,
npuckuIaeMbiid o SMS;

4. BeiOepu clOXHBIA Taposib. JIJIs KaKIOTO MOYTOBOTO SIIIUKA JODKEH OBITh CBOW HaJCKHBIN,
YCTOWYHMBBIN K B3JIOMY MapoJib;

5. Ecam ecTh BO3MOXKHOCTH HAamMcaTb CaMOMY CBOW JIMYHBIM BOIPOC, HCIOJB3YyH ITY
BO3MO>KHOCTb;

6. Mcnosb3yli HECKOJIPKO TOYTOBBIX SIIUKOB. IIepBBIA /JI1 4aCTHOW MEPENHUCKU C aapecaTaMu,
KOTOPBIM ThI JIOBEpSICIIb. DTO AMEKTPOHHBIN aJpec HEe HaJl0 UCIOIb30BaTh MIPH PETUCTPALIU Ha GopymMax
M caMTax;

7. He oTkpeiBaii (haidsibl M APyrye BIOKECHUS B MMCbMaX Ja)Ke €CJIM OHM MPUIIUTH OT TBOMX JIPY3CH.
Jlyudre yro4H" y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (Daiiibl;

8. Ilocne oxoH4yaHUsi pabOTHl HAa MOYTOBOM CEPBHUCE IEpe] 3aKPHITUEM BKJIAIAKH C CAWTOM HE
3a0ynp HaxaTh Ha "Beriitu".

KI/I6ep6yHHI/IHF HJIM BUPTYAJIbHOC U3ACBATCILCTBO

KubepOymnmuHr - mpecienoBaHue COOOIICHUSMH, COJCP)KAIIMMH OCKOPOJIEHUS, arpeccurio,
3aIyrMBaHNE; XyJUTaHCTBO; COLMAILHOE OOHKOTUPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHTOM:

1. He Opocaiics B 60i. Jlyumuit cnoco6: mocoBeToBaThecsl Kak cedst BECTH U, €CJIM HET TOro, K KOMY
MOYKHO O0OpaTuUThCs, TO BHAayaje YCIOKOMTbCA. EciaM Thl HauHelb OTBEYaThb OCKOPOJCHMSIMHU Ha
OCKOPOJIEHUS, TO TOJILKO elle 00JIble pa3okkKellb KOH(IHUKT;

2. YnpaBnsi cBoeil kubeppernyranuei;

3. AHOHMUMHOCTb B ceTd MHHMas. CylIecTBYIOT CIOCOOBI BBIICHHTH, KTO CTOMT 332 aHOHMMHBIM
aKKayHTOM;

4. He cTouT BeCTH XYJIHMIaHCKMHA 00pa3 BUPTYyalbHOH >kM3HU. VHTEepHET (uKCHUpyeT Bce TBOU
JEUCTBUS M COXpaHSET UX. Y AAIUTh UX OyleT KpaliHe 3aTpyIHUTEIbHO;

5. Cobnronait cBOM BUPTYaJIbHYIO YECTh CMOJIOJNY;

6. HWrHopupyit enuHuuHBIA HeratuB. OJHOPA30BblE OCKOPOHMTEIbHBIE COOOLICHHUS JIydIle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalabHOM CTauy;



7. ban arpeccopa. B mporpamMmax oOMeHa MTrHOBEHHBIMH COOOIICHUSMH, B COIMAJIBHBIX CETSIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIECHHI C ONPECICHHBIX aIPECOB;

8. Ecnm Tb1 cBuaerens kuOepOymumHra. TBOM JOeMCTBUS: BBICTYNIUTH NMPOTUB IpECieAOBATEN,
[I0KAa3aTb €My, 4YTO €ro JEHCTBHS OLICHUBAIOTCA HETATHBHO, IIOJJEpXkKAThb XKEPTBY, KOTOPOH HYyKHa
MICUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCHBHOTO TIOBEJICHHUS B CETH.

MooOunbHbIN TenedoH

CoBpemMenHble cMapT(OHBI M TUIAHIIETHI COAEP)KaT B ceOe BIOJHE B3pOCHbIH (DyHKIHOHAT, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMHU KoMIbioTepamMu. OJHAKO, CPEACTB 3allMUThI s
MOJOOHBIX YCTPOUCTB MOKA OYEHb MaJio. TeCcTUpPOBaHUE U TIOMCK YSA3BUMOCTEH B HUX MPOUCXOJUT HE TaK
WHTEeHCUBHO, Kak Juist [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPUIIOKCHHI.

CoBpeMeHHBIE MOOHMIIbHBIE Opay3ephl YK€ MPAKTHUYECKH JOTHAIM HACTOJBHBIE aHAJIOTH, OJHAKO
paciuperue GyHKIIHOHAIA BICUET 32 CO00M OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3alUIIIEHHOCTD.

Jlaneko He BCe TMPOM3BOJUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIONINE KPUTUUECKHE
YSI3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TaCHOCTH MOOMIIBHOTO Telle(hoHa:

1 Hwudyero He sBISETCS MO-HACTOSAMIEMY OecruiaTHBIM. byab ocTopoXeH, Bemb Koraa Tebe
MpeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IUIATHBIE YCIIYTH;

2. lymaii, pexxae dyeM oTnpaBuTh SMS, ¢dorto uinum Bumeo. Thl TOYHO 3HACHIb, T/Ie OHA OYAyT B
KOHEYHOM UTOTE?

3. Heo0x0muM0 OOHOBIIATE OMEPAIIHOHHYIO CHCTEMY TBOETO cMapTdoHa;

4. Vicnonb3yil aHTUBUPYCHBIEC MPOTPAMMBI TSI MOOWIIBHBIX TeIE(HOHOB;

5 He 3arpyxail npuiiokeHuss OT HEHM3BECTHOIO MCTOYHMKA, BEIb OHH MOTYT COJAEPXKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieueHUE;

6. ITocne Toro KaKk Thl BBIMACIIB C CaiiTa, IJ¢ BBOAWI JIMUYHYIO MH(OPMAIUIO, 321 B HACTPOUKH
Opay3sepa u yaamu COOKies;

7. Ilepuoauuecku nMpoBepsi Kakue MIaTHBIE YCIYTH aKTUBHUPOBAHBI HA TBOEM HOMEpE;

JlaBait cBOM HOMEp MOOMIIBHOTO Teie(oHa TOJIBKO JIFOJIIM, KOTOPIX Thl 3HACIIbL U KOMY JIOBEPSCIIb;
8. Bluetooth nmomkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE TMOJb3yemibcs. He 3a0biBail mHOTIA
IIPOBEPSATH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPBl - 3TO KPAacOYHbIE, 3aXBaThIBAIOIIME pa3BICUCHUs, 0OBbEAUHAIOLINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. Vrpoku uccieayroT JaHHbBIM UM MHp, OOLIAIOTCS APYT C APYIOM,
BBITMOJIHAIOT 3aJlaHMsl, CPaKalOTCS C MOHCTPAMU U IOJIy4arOT OMBIT. 3a YJOBOJIbCTBUE OHHU ILIATAT:
MOKYNAIOT JHUCK, OIUIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAOT KAKHE-TO OMLIUU.

Bce 3t cpenctBa mayr Ha mojJiepKaHMe M pa3BUTHE WMIPbI, a TaKKe Ha caMmy O€30MacHOCTb:
COBEpPILEHCTBYIOTCS CHUCTEMbl aBTOPH3AllMM, BBIITYCKAIOTCS HOBbIE MaTyd (LUQPPOBBIE 3aAIUIATKU IS
IIPOrpamm), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX MIpax CTOMT oIacaTtbCsi HE CTOJBKO CBOMX COINEPHUKOB, CKOJBKO KpakKd TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3alUK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1 Ecnm npyroil urpok BeAeT ceOs IUIOXO WIIM cO3JaeT Tebe HEeNpHUSATHOCTH, 3a0J0KHUpYHl ero B
CIHMCKE UTPOKOB;

2. Tloxamyiics aaMUHHCTpaTopaM WIphl Ha IUIOXO€ IMOBEIEHHE 3TOTO0 WrpoKa, KelaTeIbHO
MPUIIOKHUTH KaKHe-TO JOKa3aTeNIbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii TMUHYI0 HHPOpPMALKIO B TIpodaiiiie urpsl;

4. VBaxkail Apyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHbIE TATYU U MOJIBI,

6. Mcnonb3yil croxHbIe U pa3Hble MapoJiy;



7. Jlaxxe BO BpeMs UIpbl HE CTOMT OTKJIIOYaTh aHTHUBUpYC. [loka Thl Wrpaelb, TBOM KOMIBIOTED
MOT'YT 3apa3HTh.

OUmuUHT WIn Kpaka JJMYHBIX JaHHBIX

OObIYHON Kpakel JeHer M JIOKyMEHTOB CEroJHs YK€ HUKOTO HE YJIMBHUIIL, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3J0YMBIIUIEHHUKU MEPEMECTHIINCh B HHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS
"TFOOMMBIM" JTEITIOM.

Tak mosBHIace HOBas yrpo3a: WHTEPHET-MOLICHHNYECTBA WM (PUIIUHT, TJIaBHAS IEJIb KOTOPOTO
COCTOMT B IHOJYYEHHM KOH(UIEHIMAIbHBIX JaHHBIX [0Jb30BaTeNed - JIOrMHOB U mapojeil. Ha
aHrnuickoM s3bike phishing yntaercs kak ¢pumuHr (ot fishing - peiGHas 0B, password - maposb).

OcCHOBHBIE COBETHI 110 60PHOE C PUIIMHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOSI aHKeTa Obliia B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIINTh aJIMHHUCTPATOpPaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Ucnonib3yit 6e3omacHbie BeO-CaiThI, B TOM YHCIIE, MHTEPHET-Mara3uHoOB U MTOWCKOBBIX CHCTEM;

3. Hcrmone3yii crokHble W pa3Hble napoid. Takum oOpa3oMm, eciu TeOs B3JIOMAaKOT, TO
3JI0YMBIIIJIEHHUKY MOJIYy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nmoMalid, TO HEOOXOIMMO NPEIyNpPEeAUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
n00aBJIeHBl Yy TEOS B APY3bsIX, O TOM, YTO TeOS B3JOMAJIM WM, BO3MOXKHO, OT TBOEro MMEHHU OyneT
paccbUIaThCs CllaM U CChUIKU Ha (PUIIUHTOBBIE CANTHI;

5. YcranoBu HazexHbI mapois (PIN) Ha MoOMIIBHBIH TenedoH;

6. OTKITIOYM cOXpaHEHHE IMapoJis B Opaysepe;

7. He oTkpeiBail (haiiibl M Apyrue BIOKEHUS B MUCbMaxX JaKe €CJIM OHH MPHIILIH OT TBOUX JIPYy3€H.
Jlydire yTOUHM y HUX, OTIIPABIISUIN JIU OHU TeOE 3TH (ailiibl.

[udposas pemyrammst

[udpoBas penyranus - O5TO HETaTUBHAs WM TO3WTHBHAs WHQpOpManus B CETH O Tebe.
Kommnpomerupytomas nnpopmanus pa3meleHHas B UHTEPHETE MOXKET CEphe3HbIM 00pa3oM OTPa3uThCs
Ha TBOoeW peanbHOW >Xu3HHU. "lludpoBas pemyramus" - 3TO0 TBOH UMUK, KOTOPBIH (OpMHUpYETCS W3
nHpopMaluu o Tebe B HHTEpHETE.

TBoe MecTo >XUTeNbCTBA, y4eObl, TBO€ (DMHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCSTCA K MYONUKalWMW JIMYHOW HMH(pOpMAlUU B
WNuTtepHere, He MOHMMAas BO3MOXKHBIX MOCHEACTBHI. Thl naxe HE CMOXEIIb JO0raJaThCsi O TOM, 4YTO
doTorpadus, pa3menieHHas 5 1eT Ha3all, cTajla IPUYMHON OTKa3a MPUHATH Te0s Ha paldoTy.

KomMmeHnTapuu, pasmenienue TBoux ¢ororpaduit U Apyrue IEHCTBUS MOTYT HE MCUE3HYTH JaXKe
MocJie TOro, Kak Thl UX yAaluilb. Thl HE 3HACIIb, KTO COXpPaHMWI 3Ty HH(POpPMAIHUIO, MOMana Ji OHA B
MOUCKOBBIE CHUCTEMBbl U COXpaHHIJIACH JM OHA, a TJIABHOE: YTO MOAYMArT o0 Tebe OKpyXKaroliee I0Ju,
KOTOpbIe HAWAYT U yBUAAT 3T0. HaliTu nHpopMaIinio MHOTO JIET CIIYCTS CMOKET JI000M - KaKk U3 J00pBIX
MOOYKJIEHUH, TaK U ¢ HAMEPEHHUEM IPUYUHHUTD BPeA. DTO MOXKET ObITh KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3aIUTE U(POBON peryTalluu:

1. IMoxymaii, mpex/ie 4eM 4TO-TO MyOJIIMKOBATh W MepelaBaTh y ceds B OJoTre WM B COIMAIBHOM
CceTH;

2. B nactpoiikax npo¢uias yCTaHOBU OTPaHMUYEHUS HA MPOCMOTP TBOEro MpOoUis U ero
COJZIEP’)KUMOT0, CIIENIal €ro TOJIBKO "I Ipy3en";

3. He pa3memaii u He yka3piBail MHQpOpPMAIUIO, KOTOpas MOXET KOTO-JIHO00 OCKOPOISTH WU
0OMXKaTh.

ABTOpCKOE IIPaBO



CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIEC TOJIH30BaTENN IM(PPoBOTO MpocTpancTBa. OIHAKO AAJIEKO
HE BCE 3HAIOT, YTO MOJIb30BAaHNE MHOTMMHU BO3MOKHOCTSAIMHU HU(POBOrO MHpa TpeOyeT COOII0eHUs IPaB
Ha UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTEIIEKTYyaIbHAsE COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSM YEJIOBEYECKOIO
yMa, Ha4MHAsl C HOBBIX U300PETEHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusMu, KHHOPHIEMAMH U MY3bIKAJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKHE IpaBa - 3TO IpaBa HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha NPOU3BEACHUS HAYKH,
JUTEpaTyppl M HCKYCCTBA. ABTOpPCKHME IIpaBa BBICTYNAlOT B KadeCTBE TapaHTUM TOroO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUYECKUH Tpyd aBTOpa HE OyAeT HamnpacHbIM, JacT €My CIIpaBeIjINBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEro TPyAa, MOIY4YUTh U3BECTHOCTh U Npu3Hanue. Hukro 6e3
paspellieHrss aBTOpa HE MOKET BOCIPOU3BOJIUTH €ro IPOU3BENECHUE, PACHpPOCTPAHATh, MYOJIUYHO
JNEMOHCTPUpPOBaTh, IMpOAaBaTb, MMIOPTUPOBaTh, IYCKaTb B NPOKAT, MyOJIMYHO HCIHOJHSTH,
MTOKa3bIBaTh/UCHOJHATE B 3Qupe win pazmemiars B HTepHere.

Hcnonws3oBanue "mupaTckoro’ mporpaMMHOro 0OECIIEYeHHsT MOXKET MPUBECTH K MHOTUM PUCKAM:
OT MOTEpPU JAHHBIX K TBOMM AakKKayHTaM J0 OJIOKMPOBKM TBOETO YCTPOMCTBA, IJl€é YCTaHOBJIEHA
HeneranbHass mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHble U OecIiaTHbIE
MIPOrpaMMbl, KOTOPbIE MOKHO HaliTH B CETH.

O noprane
CereBHUYOK.p( - TBOM IJIaBHBII COBETYHK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30MaCHOCTHU B CETH

MOHSATHBIM U JIOCTYITHBIM SI36IKOM, a TIPH BO3HUKHOBEHUH KPUTHUUECKON CUTYaIlUH OOPATHTHCS 32 COBETOM.
A TakKe TMPUHATH ydYyacTHE B KOHKypcaXx M CTaTh CaMbIM LHU(PPOBBIM  TPaXKIAHWUHOM
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